
The world leader in serving science

Darren Barrington-Light
Senior Manager - Product Marketing 
Chromatography & Mass Spectrometry Software

CDS, SDMS and LIMS considerations for 
Compliance, Data Integrity and Data Security



2

Introduction

Data Security

Enterprise Software

Audit Trails

Record Management

Summary



3

Introduction

Data Security

Enterprise Software

Audit Trails

Record Management

Summary



4

• Regulatory Milestones

Introduction

&
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• Data integrity requirements
• New guidelines in 2015 & 2016 from MHRA, CFDA and FDA
• Covers authenticity and security of data
• Clarifies role of data integrity in current good manufacturing 

practice (CGMP) for drugs
• Contains current thinking on creation and handling of data in 

accordance with CGMP requirements

• Software needs to meet regulatory requirements
• Includes requirements for 21 CFR Part 11 compliance

Introduction
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Data Security

Attributable
Who performed an action & 
when?

Legible
Can you read the data file & 
written entries throughout the life 
cycle?

Contemporaneous
Documented at the time of the 
activity

Original
Original record or a certified copy

Accurate
No errors or editing without 
documented amendments

Use

ALCOA+
Criteria for 

Data Integrity

• What is “data integrity”? 
• Completeness, consistency, and accuracy of data 
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• What is “data”?
• Any recorded information. 2 types:

• Static - fixed-data document such as paper record or electronic image
• Dynamic - record format that allows interaction between user and record content

 E.g. chromatogram allowing user to change baseline or reprocess data so peaks 
may change size; user modifiable formulas or entries in spreadsheet

• What is “metadata”?
• Metadata is data about data

• Contextual information required to
understand data

• A data value is meaningless by
itself without additional information

• Metadata can describe a single
piece of data, a data set or collection

Data Security
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Is your data flow delivering knowledge while 
ensuring compliance and data security?

Management

Operations

Data Capture

Instruments
& Hardware

ERP

CDS LES/ELNSDMS

LIMS MESLIMS

CDS SDMS LES/ELN
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• Complete enterprise software portfolio delivering compliance and data 
security from sample to knowledge

Thermo Fisher Scientific Enterprise Software
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Thermo Scientific Chromeleon 7.2 Chromatography Data System 
Industry-leading!
 Compliance and data security
 Ease of use
 Network Failure Protection (24/7 operation)
 Network MS control & processing
 Instrument control (>450 from 18 vendors)
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Thermo Fisher SampleManager LIMS Software
More than a LIMS!
 Manages the entire laboratory

 Ensures adherence to processes

 Maintains data integrity

 Facilitates complete regulatory compliance 
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Thermo Fisher SampleManager LES – Procedural ELN

Execute lab work anytime, anywhere
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Provides secure, future-proofed data archival and 
management

Thermo Fisher SampleManager SDMS
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Thermo Fisher Integration Manager Software

Provides bi-directional interfaces between CDS, LIMS, 
instruments and Enterprise systems
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More Than a CDS

What if you don’t have all this infrastructure
but still need more than a CDS?

Management

Operations

Data Capture

Instruments
& Hardware

ERP

CDS LESSDMS

LIMS MES
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Thermo Scientific Chromeleon XTR:
Laboratory Management System 
Chromeleon Just Got Smarter!
 Management and tracking of all samples in the lab
 Secure, compliant control of all analytical data including SDMS
 Calibration and service records for all instruments
 Training record management for all users
 Built on superior compliance capabilities of Chromeleon 7.2 CDS
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Chromeleon + Basic Lab 
Management + SDMS

Basic sample management 
and tracking

Analyses can only be 
performed by authorized, 

trained individuals on 
calibrated instruments

Long-term data storage and 
archival of data regardless 

of instrument type

Scalable Portfolio of Enterprise Software

Chromatography & Mass 
Spectroscopy 

Designed for 24/7 operations
Advanced automation for better 

quality results
Multi-vendor, multi-technique
Support MS for development 

& QA/QC workflows

Chromeleon CDS & 
SampleManager LIMS

Complete Laboratory 
Management

Comprehensive sample, test 
& result management 

Management of lab personnel 
& resources 

Specification management 
and ERP integration

Laboratory Execution System
Configurable to meet your end 

to end business process

Chromeleon CDS

CDS

Chromeleon XTR

LMS
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• What is an “audit trail”? 
• Secure, computer-generated, time-stamped electronic 

record that allows for reconstruction of events relating to 
creation, modification, or deletion of an electronic record. 

• Electronic audit trails include those that track creation, 
modification, or deletion of data and those that track 
actions at the record or system level.

• CGMP-compliant record-keeping practices prevent data
from being lost or obscured. Electronic record-keeping 
systems, which include audit trails, can fulfil these CGMP requirements. 

Chronology of the “who, what, when, and why” of a record

Audit Trails
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Audit Trails

• Audit Trails are critical requirement of electronic record regulations that:
• Enable detection of non-desirable activity by users
• Provide management with a tool that influences users’ behavior (based on the 

degree of review of audit trails)
• Ensure data integrity

• Regulators use audit trails to review the honesty and trustworthiness of data 
that is being presented to them

• Regulators are aware of available audit trails and expect to see that audit 
trails are: 
• Enabled
• Configured correctly
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Audit Trail Review: Data

Audit trail review should be part of the routine 
data review / approval process, usually 
performed by the operational area which has 
generated the data (e.g. laboratory).

• Revised Annex 11 introduced concept that audit trails should be reviewed
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Audit Trail Review: Frequency

an organization may justify periodic review of 
audit trails that track system maintenance 
activities
Whereas audit trails that track changes to 
critical GxP data with direct impact on patient 
safety or product quality would be expected to 
be reviewed each and every time

• WHO Guidance: audit trail review based upon a documented and justified 
risk assessment
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Audit Trails in Chromeleon CDS

Thermo Scientific™ 
Chromeleon™ 
Chromatography Data System 
(CDS) provides industry-
leading audit trails



30

Data Audit Trail

Data Audit Trail
• Log of changes to Data Vault (DV)
• Separate data audit trail maintained 

per DV & per data object (folder, 
sequence, injection, etc.) in DV.
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Data Audit Trail

Addition

Change
Deletion

Change

Data Audit Trail
• Log of changes to Data Vault (DV)
• Separate data audit trail maintained 

per DV & per data object (folder, 
sequence, injection, etc.) in DV.
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Injection Audit Trail

Injection Audit Trail
• Log of all information recorded in 

Instrument Audit Trail for specific 
injection
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Injection Audit Trail

Instrument Audit Trail
• Daily event log per instrument 
• Records all instrument operation 

events, e.g. system events, pre-run 
settings, commands & errors
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Injection Audit Trail

Instrument Configuration 
Audit Trail
• Log of changes to instrument 

configuration
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Injection Audit Trail

User Management Audit 
Trail
• Log of changes to user 

management
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Injection Audit Trail

Administrative Audit Trails
• Domain Resources, Data Vault 

Manager, eWorkflow Tags, Station, 
Global Policies, Organizational Units
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Injection Audit Trail

All audit trails can be stored 
centrally & managed within 
Chromeleon CDS
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• Privileged Actions
• Require authorization for specified actions
• Ensure users add appropriate comments for specified actions
• Use standardized comments or free entry

Audit Trails in Chromeleon CDS
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Audit Trails in SampleManager LIMS

• Similarly, SampleManager™ LIMS captures information about:
• User Access (Logon/Logoff via the web or desktop clients including login 

failures)
• Data changes (record insertion, record deletion, and field level modification
• Actions (who performed the action and when)

Example of the Access 
Log that captures all user 

session information
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• Audit trails offer the ability to log any data change within SampleManager 
LIMS 

Data Audit Trails in SampleManager LIMS
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Data Audit Trails in SampleManager LIMS

• Captured audit records can be displayed system wide for the different 
entities or by particular users, or can be seen on the entity Property Sheet

Changes can be 
rolled back
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• Creation of Audit Trails during the execution of Result Entry

Data Audit Trails in SampleManager LIMS

Audit records are visible in 
result entry
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• Privileged actions can be configured against any action to capture who 
performs that action and when

• A comment can be captured, which can be freeform or available as a 
drop-down picklist

Action Audit Trails in SampleManager LIMS
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Data and Record Management

another option for creating a true copy of original 
electronic data would be to migrate the original 
electronic data from one system to another and to 
verify and document that the validated data 
migration process preserved the entire content, 
including all meaningful metadata, as well as the 
meaning of the original electronic data.

• WHO - Special risk management considerations for retention of original 
records and/or true copies



46

Administration Console - Scheduler

• Automatically copy/move data by combining powerful injection queries 
with the Scheduler

• Create true copies and simplify backup/archiving
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• Chromeleon CDS Data
• cmbx files
• cmb files
• eWorkflows and ePanels

• Create true copies with metadata
• Quickly restored

• Bulk Imports
• Chromeleon 7 CDS data file (*.cmbx)
• Chromeleon 6 CDS data file (*.cmb)
• AnDI file (*.cdf) 
• GAML file
• Xcalibur Data
• Atlas Workbook
• ChemStation files

Data Management – Import/Export
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• Electronic Report
• Snapshot in time of sequence
• Any changes tracked
• Can be sent for review

• Electronic Signatures
• 3 Levels of signature Submit, 

Review, Approve
• Applied to electronic report
• Complete sequence protected by 

checksums
• Controlled by privileges

Data Management – Electronic Signatures
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Thermo Fisher Data Manager

More than SDMS!
Simply storing raw data is not enough – store it          

against correct records for easy traceability
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• Data integrity and compliance go hand-in-hand
• Subject to elevated scrutiny by regulatory bodies

• Enterprise software with Chromeleon CDS and SampleManager LIMS 
meet all of your data integrity needs:
• Ensures completeness, consistency, and accuracy of data

• ALCOA+

• Comprehensive audit trails
• Who, what, when and why of data

• Maintains record authenticity
• Contemporaneous collection
• Automated long-term data retention with easy accessibility

Summary



52

For more information on Chromeleon software visit:
thermofisher.com/OneCDS

Like Charlie Chromeleon on Facebook to follow his travels and 
get important updates on chromatography software!

facebook.com/CharlieLovesChromatography

Connections…
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Q & AThank you

Make Compliance 
A Competitive 

Advantage


