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Introduction




Introduction

* Regulatory Milestones

Questions and Answers on Current
Good Manufacturing Practices, Good
Draft: Guidance for Industry Guidance Practices, Level 2 Guidance

21 CFR Part 11; Electronic ~Records and Reports

Records; Electronic Signatures
Time Stamps

21 CFR part 11; Guidance for Industry
Final Rule Part 11, Electronic Records; & CFDA Annex 1 &2
Electronic Signatures — Scope
and Application \l
v v
e} @ ® @ @ No) ®* ®
1997 2000 2002 2003 2007 2010 2015 2016

‘ MHRA GMP Data Integrity

Enforcement “Starts” Guidance for Industry Definitions and Guidance
Computerized Systems Used in for Industry

Clinical Investigations

EU GMP Annex 11 (Revision 1);
+ EU GMP Chapter 4 -

Draft Guidance Withdrawn

Draft: Data Integrity and Compliance With
CGMP Guidance for Industry
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Introduction

« Data integrity requirements T
* New guidelines in 2015 & 2016 from MHRA, CFDA and FDA g~
» Covers authenticity and security of data T =5
» Clarifies role of data integrity in current good manufacturing m"‘?’é’&;ﬁ‘”"" =

Guidance for Industry

practice (CGMP) for drugs

« Contains current thinking on creation and handling of data in
accordance with CGMP requirements

» Software needs to meet regulatory requirements
* Includes requirements for 21 CFR Part 11 compliance

- U.S. Food and Drug Administrati 2 0 I‘ H
IDA_ Protectir?goanc? grom:t::\% Yourrn ::asltha o @ @np N R .
- FUROPEAN MEDICINES AGENCY wmenisation for beller healk

SCIENCE MEDICINES HEALTH

s ®a

Ty CFDA

. :: China Food and Drug Administration
0

Riqulat »q Mea cines ana Medical Davic




Data Security




Data Security

* What is “data integrity”?
« Completeness, consistency, and accuracy of data

ttributable

Who performed an action &
when? Use

egible A _COA+

Can you read the data file &

written entries throughout the life Criteria for
cycle? Data Integrity
ontemporaneous
Documented at the time of the -
activity Legh
Contemporaneous

riginal
Original record or a certified copy

Original
Accurate

ccurate

No errors or editing without
documented amendments

+ Complete + Consistent + Enduring + Available




Data Security

 What is “data”?

* Any recorded information. 2 types:
 Static - fixed-data document such as paper record or electronic image
« Dynamic - record format that allows interaction between user and record content

— E.g. chromatogram allowing user to change baseline or reprocess data so peaks
may change size; user modifiable formulas or entries in spreadsheet

 What is “metadata”?

» Metadata is data about data e
- Contextual information required to P N
.2, Ldefinii
vI-'c ¥ “, uk .

understanddata
. . mw
« A data value is meaningless by L Q'lid‘ffd : t
itself without additional information "“{3{’:__ oy ,I._:.f:",
- Metadata can describe a single B |

piece of data, a data set or collection
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Data Security Layers




Data Security Layers
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Data Security Layers

‘ Data

‘ Technical Controls
|

‘ Procedural Controls
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Data Security Layers

‘ Technical Controls

‘ Procedural Controls
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Enterprise Software
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Is your data flow delivering knowledge while
ensuring compliance and data security?

’ ’ Management

ER.

w Operations

1 1
1
) 7% 1

- 020
[ I e |
[ B e |

}
?1 Data Capture

Instruments

' & Hardware
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Thermo Fisher Scientific Enterprise Software

« Complete enterprise software portfolio delivering compliance and data
security from sample to knowledge

CDS

Streamline your
chromatography and

routine mass
spectrometry
workflow with one
CDS.

LIMS

Manage the data,
resources, and
workflows of your
laboratory, turning your
data into actionable
business intelligence.

SDMS

Visualize and securely
share data across your
organization across
multiple techniques
and vendors.

LES & ELN

Simplify the execution
of your methods and
SOPs by driving
analysts step by step
through the process.

s

.
#*

1846

Integration

Integrate your
laboratory from
instruments through to
enterprise systems to
achieve end to end
data management.
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Thermo Scientific Chromeleon 7.2 Chromatography Data System

Industry-leading!

v' Compliance and data security

v Ease of use

v Network Failure Protection (24/7 operation)
v Network MS control & processing

v" Instrument control (>450 from 18 vendors)




Thermo Fisher SampleManager LIMS Software
More than a LIMS!

v Manages the entire laboratory

v Ensures adherence to processes
v/ Maintains data integrity

v' Facilitates complete regulatory compliance

Your Laboratory

Your Processes

LES

Your Data

Stability

Mobile, Web SQC
Your Environment
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Thermo Fisher SampleManager LES — Procedural ELN

Execute lab work anytime, anywhere

scientffic
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Thermo Fisher SampleManager SDMS

U Aliquot-05-07-2006-(1)

EN Exploring - Aliguot-05-07-2006-1)

) Litns

=] work
+ (] Available Work
= ] Completed Work

= & Sample-05-07-2006-(1)
T P

i [N

XML Conversion

<erwon» csta from single Gevector <ftracex

Al Mew [l save as...
%] pmz

Link To - By Ider
Link To - By Filter

for nbata
<fvaluas>

<resta> ¥ axis descriptor </Ydata>
<valvas>data values array </values>
peak list

X

\

Extensions

</
P peak </peal>.
<peakXvalue> peak location </peakRvalue>
<peak¥value> peak intensity </peakivalue>
<haseline> baseline description </baseline>

P <startkvalue> baseline values </startiivalue>
Y » b ine values </endfyalne>
h T T—— —— e =
BN i == e
" Tuah, e [ .
e S oy
| rhapacn
L]

-

R

“Seamless Data Access




Thermo Fisher Integration Manager Software

Provides bi-directional interfaces between CDS, LIMS,
Instruments and Enterprise systems




More Than a CDS

What if you don’t have all this infrastructure
but still need more than a CDS?

‘ ‘ Management

SES.

W Operations

10001
102481 Data Capture

Instruments

' & Hardware
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Thermo Scientific Chromeleon XTR:
Laboratory Management System
Chromeleon Just Got Smarter!

v' Management and tracking of all samples in the lab

v Secure, compliant control of all analytical data including SDMS
v' Calibration and service records for all instruments

v' Training record management for all users

v" Built on superior compliance capabilities of Chromeleon 7.2 CDS




Scalable Portfolio of Enterprise Software

NEW!

Chromeleon XTR

Chromeleon CDS

&“ Chromeleon + Basic Lab
CDS Management + SDMS
Basic sample management
Chromatography & Mass and tracking
Spectrosco
_ P Py _ Analyses can only be
Designed for 24/7 operations performed by authorized,
Advanced automation for better trained individuals on
quality results calibrated instruments
Multi-vendor, multi-technigue Long-term data storage and
Support MS for development archival of data regardless
& QA/QC workflows of instrument type

Chromeleon CDS &
SampleManager LIMS

Complete Laboratory
Management

Comprehensive sample, test
& result management

Management of lab personnel
& resources

Specification management
and ERP integration

Laboratory Execution System

Configurable to meet your end
to end business process

23
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‘ Audit Trails
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Audit Tralls

* What is an “audit trail”? e aum
e Secure, computer-generated, time-stamped electronic .

record that allows for reconstruction of events relating to B

Data Integrity anq

creation, modification, or deletion of an electronic record. Complince Wity ===

» Electronic audit trails include those that track creation,
modification, or deletion of data and those that track
actions at the record or system level.

« CGMP-compliant record-keeping practices prevent data
from being lost or obscured. Electronic record-keeping
systems, which include audit trails, can fulfil these CGMP requirements.

Chronology of the “who, what, when, and why” of a record
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Audit Tralils

* Audit Trails are critical requirement of electronic record regulations that:

* Enable detection of non-desirable activity by users
* Provide management with a tool that influences users’ behavior (based on the
degree of review of audit trails)

* Ensure data integrity

* Regulators use audit trails to review the honesty and trustworthiness of data
that is being presented to them

* Regulators are aware of available audit trails and expect to see that audit
trails are:

* Enabled
« Configured correctly

26



Audit Traill Review: Data

* Revised Annex 11 introduced concept that audit trails should be reviewed

Audit trail review should be part of the routine
data review / approval process, usually
performed by the operational area which has
generated the data (e.g. laboratory).

27



Audit Trall Review: Frequency

« WHO Guidance: audit trail review based upon a documented and justified
risk assessment

an organization may justify periodic review of
audit trails that track system maintenance
activities

Whereas audit trails that track changes to
critical GxP data with direct impact on patient
safety or product quality would be expected to
be reviewed each and every time

28



Audit Trails in Chromeleon CDS

Thermo Scientific™
Chromeleon™
Chromatography Data System
(CDS) provides industry-
leading audit trails

29



Data Audit Trall

Data Audit Trall

» Log of changes to Data Vault (DV)
» Separate data audit trail maintained
per DV & per data object (folder,

sequence, injection, etc.) in DV.

\ e .
[L] Data Audit Trail - WIN-DANCM7SQLDY — O *
@ =E Report ";'.- Show Chang{ “} Restore Ilnclude Subfolders from| 5A11/2017 [E~ |to| 542017 B | S Filtering = Grouping - Iﬁl,,Finld Mext - (7]
#v' | Name Type ‘ Version | Date / Time -° | Operator | Operation ‘ Comf
Bl 19 Vitamin_E Instrument Method 1 BM42017 2:15:17 PM +01:00  charlie Copied copied instrument method
: 18 ) Mew Project Folder 1 BNM42017 2.03:46 PM +01:00  inewton Moved folder created in error
17 ) New Project Folder 1 5N420017 2.02:25 PM +01.00  jmascwell Created
| 16 m lbu Assay 14 May 2017 Sequence 1 BM472017 2:.00:54 PM +01:00  jmaxcwell Moved moved sequence to relevant location
] 15 m lbu Assay 14 May 2017 Sequence 1 BM42017 1:44:33 PM +01:00  jsmith Save As created new Sequence via save as
: 14 [) sRecycleBing Faolder 1 51472017 12:55:37 PM +01:00  jsmith Created
L | 13 E Default MS Report Report Template 1 5142017 12:40:54 PM +01:00 charlie Moved moved Default MS Report sheet to relevant |
12 E Default MS Report Report Template 1 5142017 12:38:58 PM +01:00 charlie Created
| 11 {} Dissolution Templates e\wlorkflow 1 51472017 12:33:35 PM +01:00 charlie Created imported Dissclution eworkflow
| 10 {} Envirenmental Workflow Templates - Daily Anal  elworkflow 1 BN4/2017 12:32:56 PM +01:00  charlie Created imported Environmental Analysis elworkflow
: 5 [ GPC Faolder 1 BM272017 8:32:30 AM +01:00  charlie Created Imported from "C:\Users\administrator. CM7
L | 8 ) Spectra Folder 1 BNM22017 82312 AM +01.00  charlie Created Imported from "Wwin-hpw\Software! Thermol S
7 ) MSData Folder 1 BNM272017 813:.25 AM +01.00  charlie Created
] & [ ICH Faolder 1 BM12017 5:14:54 PM +01:00  charlie Created
] 5 [ Site B Faolder 1 BM12017 5:14:25 PM +01:00  charlie Created
: 4 ) Site_A Folder 1 512017 5:03:10 PM +01:00  charlie Created
L 3 ) Data Folder 1 5120017 4.40:45 PM +01.00  charlie Created
2 [§ cM7saLDY Data Vault 1 SN12017 412:54 PM +01.00  charlie Changed
: 1 [E CM7sQLDV Data Vault 1 5112017 212:30 PM +01:00  charlie Created
4] i | 3
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Data Audit Trall

Data Audit Trall

» Log of changes to Data Vault (DV)
» Separate data audit trail maintained
per DV & per data object (folder,

sequence, injection, etc.) in DV.

Changes of Instrument Method 'Vitamin_E' version 1 vs. version 5 — m} X

Report | Display All Properties | @

Version Diate/Time DOperator Operation Comme|
1 511/2017 5:30:23 PM +01:00 charlie Created Imported from "C:\Us¢
5 51472017 2:19:38 PM +01:00 charlie Changed edited instrument met

o I

Addition

# Overview ¥ Scipt @ Smart Startup/Shutdown./Standby

Version 1 Version 5
Time Symbol Value A Time Symbol
{4 Ulnitial Time  Instrument Setup #} L ‘ .
Sampler. AcquireExclusiv.. - Sa;rlpler.ﬁoquireExclLsN.. ‘
ColumnOven. TempCtrl On ColumnOven. TempCtrl On
olumnCrven Temperatr..  30.0 [°C] g Column{Oven. Temperatur...
e imrns i s b ain — [ arhr g ey cmmemimrname b i e g ey |

Colut ven.Temperatur.. 850 ['C] E ColumnOven.T .. 85.0[°C]
ColumnOven.Equliibreta._ | = ColumnQOven.Equilibrado. <8 i
[ ] ColumnOven.ReadyTem

[ g ColumnQOven.ReadyTem..
ColumnOven.Column_A.. No — =

ColumnOven.Column_A_

PumpModule Pump.Pres.. 15 [psi] — “*W:dulg,f‘umpFrs "
PumpModule Pump.Pres . 5802 [psi] u —_—
PumpModule Pump.Maxi.. 1.500 [ml/min. PumpModule. Pump. —

PumpModule Pump Maxi.. 3.000 [ml/min.. PumpModule.Pump.Maxi_. 3.
PumpModule Pump. " A "%A" == PumpModule. Pump.% A . “%A" -
PumpModule.Pump.% B.. ~%B" PumpMeodule.Pump.% B.. "%B" h
Sampler.DrawSpeed 10.000 [lis] Sampler DrawSpeed 10.000 [ul/s] an g e
Sampler DrawDelay 5000 [ms] Sampler DrawDelay 5000 [ms]
Sampler DispSpeed 20.000 [ulis] Sampler DispSpeed 20.000 [ul’s]
Sampler.DispenseDelay 0 [ms] Sampler.DispenseDelzy 0 [ms]
N Sampler.\WzasteSpesd 32.000 [plis] Szmpler.\WasteSpead 32.000 [pliz]
= - 1 3zmpler. SampleHeight 3.000 [mm]
Sampler.Injectivash Moiwash
Sampler. PunctureOffset 0.0 [mm] - Sampler. PunctureOffset 0.0 [mm] -
o 1] ] v« m | v [
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Injection Audit Trail

Injection Audit Trall

& * Log of all information recorded in
Instrument Audit Trail for specific
injection

g - Interactive Result Tables  charlie - ICH Linearity (Sequence) - Chromeleon Chromatography Studio — (]
Data Processing Home  Tables  Audt Trall Table  Format
EER =
= & | aoneen || (A LT ) e
J EEY i A7 Channel 1111 B £
Paste A Panes | Linking
o fip Peak Results Calib & PM 7
Clipboard Mavigation Presets i s
Data Processing « 4 ICH Linesrity #3 Linesrity 1 Uv_VIS_1
200 I I ]
Fil ~ poau | | | 2 - Vitamin E - 16.360
4 Injections iter MinAres [ 0.0250 ! [Inhigit = OF]| | mn g
Tnhibi = [on] 0 g
1 Linearity 1 th DCR=5.§) Hz] 1 1
20.0| TimeCoff=i=0.30 5 i D
ZH Linearity 1 g i 1 ;
3§ Linearity 1 (53 ! '
43 Linearity 2 o [EeakSkeSl0:00] i 1
5 Linearity 2 =g ! !
6F Linearity 2 k- ‘ ‘
7@ Linearity 3 o+ ; 1 ; I ity 1 A3.743
i 1 rImpurity 1 -A3 743\
Linearity 3 o —*— ! T
9@ Linearity 3 o i 1
10§ Linearity 4 = 20 40 50 20 10.0 120 140 150 150
1 Linearity 4 ch " z = =
r r Y
12 @ Linearity 4 Ll Day Time Ret. Time Command/Message

Audit trail of sample SMP-\ICH_Validation\680_Dema\LINEARITY-1.SEQ\3. Executed 2006/1|
Start of injection 3 "Injector linearity_1", using instrument method "Vitamin_E".

0.000 AcquireExclusiveAccess

0.000 ColumnOven TempCtrl = On

15:17:26 |0.000 ColumnOven Temperature_Nominal = 30.0

15:17:26 |0.000 ColumnOven.Temperature.LowerLimit = 5.0

15:17:26 1 0.000 ColumnOven.Temperature UpperLimit = §5.0

15:17:26 |0.000 EquilibrationTime = 0.5

15:17:26 |0.000 ColumnOven ReadyTempDelta = 5.0

15:17:26 |0.000 Column_A ActiveColumn = No

. 0.000 Column_B.ActiveColumn = No

15:17:26 1 0.000 Column_C. ActiveColumn = Yes

PN v
bt : . o
Iniseralion. A Callbation. A RealAnaain ASSLASmmanc A Ayl Tl /s .,

charlie; Power User .:

32 ThermoFisher
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Injection Audit Trail

Instrument Audit Trall

» Daily event log per instrument

* Records all instrument operation
events, e.g. system events, pre-run
settings, commands & errors

& charlie - Chromeleon Console - m]
@Back | Creste  Fle Edit View JTools Help
Instruments « ¥ Launch eWorkflow - 1% Smart Startup/Shutdown ~ &g Release Control Monitor Baseline ~
=g Fter || . Home | PumpModuie. | duie | ColmnComp | LUV~ Aucit | Statup | Queue
WIN10-CM7 RealTme | Historical
B o1_1cs-3000 z —
- E3Co Report | 7 Filtering [= Grouping|| All ~ Normal - - & Find Next
S oeicss000Dual 1 7 ST IS T E===' ¥ =
) 03_1c5-5000_Dual 2 g Drag 2 column header here to group by that column.
Howszo . Date T Hetention Devi =
[E) 05_UtiMate3000_1 ? ime Time ice sage
) 0s_ukiMate3000_2 7 5142017 £11:16:00 AM +01:00 User charlie (from WIN10-CM7) has
- 1 connected Chromeleon Instrument
) 07_UtiMate3000_Basic ° Configuration Manager to this caniroll.
5 08_Utimate3000_RS 3 542017 11:14:50 AM +01:00 User charlie has disconnected
) 09_Agilent ¢ 2 |@ Chromeleon Instrument Configuration
) 10_Vanauish - Manager from this controller.
- B4R017 User chariie (from Wit 16-Ci7) has
WINT-CM7 L) connected Chromeleon Instrument
S 01_Vanquish_Eecive. Configuration Manager to this controll
- - BAROTT T 12:49.34 AM +01:00 Finished the sequence queue run.
Ml 4 (m:
- i BA017 T {12:43:33 AM +01:00 Preparing the start of the next pending
4l 5 |@ sequence (if there is any)
0}
SMAROT7 12:43:33 AM +01:00 End of sequence "PQ_STOP"
6 |
SMAROT7 12:43:31 AM +01:00 uv Vanquish Diode Array Detector @ USE
7@ -12345678 - VH-D10-A - Serial #
12345678 - Firmware Version 0.00.01
B3RO 12:43.3T AM +01:00 v UV Lamp on
s |0
SITAETT 1248 3TAM 40100 End of injection “Restore’.
9
B132017 124931 AM+01:00 {1000 UV UV, SefFactoryDefaults
= 10
o
- S132017  12:48:31 AM +01:00 0.000 Entered stage "Run”
|5 Data 1
0 eWorkilows 5132017 124837 AM 40100 0000 Ssmplerhlodule Sampler  Inject command ignored, because the
12 injection is @ blank run.
512017 12:48:31 AM +01:00 0000 SamplerModule Sampler * Injection Volume is 1.00 ul i

Instrument '10_Vanquish' selected

charlie: Power User :
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Injection Audit Trail

Instrument Configuration
Audit Trall

* Log of changes to instrument

configuration
E‘J Instrument Changes for category 'Instrument Configuration' and host "WIN10-CMT — O * O %
@ £Z Repo == Report Display All Properties (7]
Date/Time Operator Operation Comment
Date | 5/12/2017 1:31:30 PM +01:00 charlie Changed
5112017 431
q I » gaRlﬂ‘C
4§ WIN1O-CM7 Property NewValee e
1112017 4:37 4 ¥ 10 Vanguish s Device Name Pump Module PumpModule
4 3 Vangquish Quaternary Pump 4 Simulation Mode On
¥ Used Pump dp UsedRelays e
5122017 218 & 3¢ Flow Unit ¢ Used Inputs
> 3 Used Signals
E 4 g quish Binary Pump
B22017 1:31 4 Used Pump
» 4 4 Flow Unit
4 Flow/Pressure Limits
5112/2017 1:35 4 Used Solvents
4 4 Used Signals
s Pump_Pressure
5122017 1:53
BN22017 3N
5222017 424
1 a I »
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Injection Audit Trail

User Management Audit
Trail

« Log of changes to user

management
{I‘: Chromeleon Administration Consale (WIN-CMDC) — | >
-l License Manager (WIN-CMDC) £2 | = Report (1] Show Changes | From | 8/15/2017 @~ |To| 8172017 @~ || "7 Filtering = Grouping
[:l“ Scheduler .
----- ! Giobal Policies Date/Time Operator Operation Computer Name Category
125, User Database —
3 eWorkdlow Tags BN6&2017 1:35:25 PM +01:00 jsmith 3 Changed User WINT0-CM7 |Jser Management =
i;. Audit Trail BM6/2017 1:12:20 PM +01:00 jmawiel| o Logon WINT0-CM7 Legon and Signature
[]---@' Domain Resources o - : :
e . BM&2017 1:13:10 PM +01:00 jmaxwell @4’ Logon WINT0-CM7 Logon and Signature
-3 Local Machine
BN6/2017 1:17:11 PM +01:00 jmacwel | a Logoff WINT0-CMT Logon and Signature
1 A&7 1:271:29 PM +01:00 j=mith ,@ Logon Failed WINI0-CM7 Logon and Signature
BM6/2017 1:21:50 PM +01:00 jsmith d? Logon WINT0-CM7 Logon and Signature
: BM6/2017 1:35:35 PM +01:00 jmacwel | Gf; Logon WINT0-CM7T Logon and Signature
1 BM6/2017 1:35:55 PM +01:00 jmawell Gﬁ Logoff WINT0-CM7 Logon and Signature
BN&2017 1:42:44 PM +01:00 charlie F Logon WINT0-CM7 Logon and Signature
BM6/2017 1:43:55 PM +01:00 charlie @4’ Logon WINT0-CM7 Logon and Signature
BM6/2017 1:48:40 PM +01:00 inewton @4’ Logon WIN-CMDC Logon and Signature
BM6/2017 8:54:56 AM -04:00 jsmith o Logon WINT-CMT Logon and Signature
AME2017 8:56:21 AM -04:00 j=mith G/S: Logoff WINT-CMT Logon and Signature
H M
Audit Trail
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Injection Audit Trail

Administrative Audit Tralils

e Domain Resources, Data Vault
Manager, eWorkflow Tags, Station,
Global Policies, Organizational Units

{I‘) Chromeleon Administration Conseole (WIN-CMDC) — O x
F-gd License Manager (WIN-CMDC) @ =Z Report [7] Show Changes | From | 7/ 172016 E- |Io| 8A7/2m7 E- | |\|? Filtering | =, Grouping
[ Scheduler
""" ! Global Policies Date/Time Operator Additional Information Computer Name
(-2, User Database
-} eWordlow Tags R
i;. Audit Trail BABZ017 11:16:22 AM +01:00  jsmith The raw data file 2017051 3004740138.raw’ failed an WINT0-CMT
2% Domain Resources integrity check. It cannot be used.
i All Resources 5152017 11:16:35 AM +01:00  jsmith The raw data file 201705\ 1 2004740138 raw failed an WIN10-CM7
A Computers integrity check. It cannot be used.
{‘E& Data Vaults
Instruments 552017 11:16:29 AM +01:00 i jsmith ThB raw data file 2017051 2004740128 raw’ failed an WIN10-CM7
éc Chromeleon Consales v integrity check. |t cannct be used.
- Local Machine | BABBET 11 E AT M 100 jemith Fhe raw data Fie 3017081004740 738 raw Falled an ™ TVANAG-CHT
integrity check. It cannot be used.
A
= i
Audit Trail
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Injection Audit Trail

All audit trails can be stored
centrally & managed within
Chromeleon CDS

37



Audit Trails in Chromeleon CDS

 Privileged Actions
* Require authorization for specified actions

* Ensure users add appropriate comments for specified actions
» Use standardized comments or free entry

5‘] Chromelecn Administration Censeole (UKALT-DBL-SRFP4) — O X
-l License Manager (localhost) | Save Policies [ Report P, Audit Trail @
23] Scheduler o N
E|1Ll Organizational Units Organizational Unit:  <Glabal> . .
= fiy <Global> List of policies: Privileged Actions
fon T . = .
- ChobAlRges _:3 User Mode 1'\ Allow separate policy settings for Organizational Units
=-i=8 User Database - . ]
fag _h Host Mame Resolution
ﬁ", Chromeleon Users B Mult-User L
-1a0 Access Groups a Himiszrleaey -
=8  Roles '_El Injection Locking Settings | Standard Comments H Authorization and Comment Required *
-1 Full Access "h Remote Data Vaults
Power .Llser '_h Instrument Audit Trails ] C h I 7
IT Admin = — Action romeieon
Lab User b _h etection Algorithm Version
24 Basic User ] '__El User Templates Location Instrument Configuration . .
0 WoklowTags |y wiatermerk ) Authorization and Comment
4Py Audit Trail s L
; __El Ul Customizations Create
B fy QA " — - -
w-/ & RAD ", Privileged Actions Delete User Name: |crnadm|n |
D...Q Domain Hes_ources '_b Email Configuration Modify Logon Password: |..u“ |
-84 Local Machine " Station Audit c
0 .
"% Raw Data Py Comment:
Move E*J Pick Comments... @ Reset to Default 221 characters remaining
Rename Created new user for demo purposes
Instrument Audit Trail
Data Vault
[+| Felder
QK Cancel Help
38 ThermoFisher
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Audit Trails in SampleManager LIMS

« Similarly, SampleManager™ LIMS captures information about:

« User Access (Logon/Logoff via the web or desktop clients including login
failures)

» Data changes (record insertion, record deletion, and field level modification
 Actions (who performed the action and when)

B o iewer — O X
Filtered View
Session | PID | Server Name | Server Date | Server Time I Client Name | Client 05 User | Client Date I Client Time I Action -
© 33394 12112 UKATDEVDEMO1 25-1UL-2017 10:31:49.58 UKALT-2039HC2  katie.evans 25-UL-2017  10:31:49.00 Client login
| |&@d 3848 ssis UKALT-DEVDEMO1  18-1UL-2017  10:22:11.36 UKALT-BRZNKC2 carcline.loveridge 18-1UL-2017  10:22:11.00  Client login
EVDEMO1 17-1UL-2017 17:5%0138 UKALT-DEVDEMO1  User 17-1UL-2017  17:5%:50.00  Client login
Exam ple of the AcceSS EDENOL 12017 1S E T _ O « P17 08544500 Clentlogn
EVDEMO1 4-JUL-2017  15:09:4 17  16:09:41.00 Clientlogin
EVDEMO1  4-JUL-2017  15:11:1 17 15:11:10.00 Clientlogin
Log that captures all user e woms s Pwann - momemn | po7 101300 ientioon
. . . EVDEMO1 27-1UN-2017  16:34:2 2017 11:3421.00 Clientlogin
Session |nformat|0n EVDEMO1 23-JUN-2017 13:47:2 , . 2017 13:47:29.00 Clientlogin
EVDEMO1 23-1UN-2017  13:44:5 | - 2017 13:44:54.00 Client login
Action | Show | -~ X X
@) 31594 14823  UKALTDEVDEMO1 22-1UN-2017  15:07: ||— . 2017 15:07:03.00 Client login
@© 31595 11064  UKALTDEVDEMO1 22-JUN-2017  14:40:0 Client login ~ 2017 14:40:04.00 Client login
@ 1685 9696 UKALT-DEVDEMO1  22-JUN-2017  14:37:3 | | Clientlogin failure 2 2017  14:37:36.00 Client login
EJ 31884 8592 UKALT-DEVDEMO1  22-JUN-2017  14:33:1 | | Setup login I3 2017 14:33:19.00 Client login failure
© 31582 11912  UKALTDEVDEMO1 22-JUN-2017 14:31:1 | | WEB login V¥ » | R017 14:31:12.00 Clentlogin
@ 3881 732 UKALT-DEVDEMO1  22-1UN-2017  14:31:0 2017 14:31:03.00 Client login
©@ 31567 6164 UKALT-DEVDEMO1  21-JUN-2017  09:96:0 oot Diates 017 093:46:04.00 Client login
@ 098 332 URATDEVDEMOL  1IN-2017 14390 | prom [ 2017 14:39:10.00 WEB login
@ 0971 e3m2 UKALTDEVDEMO1  19-JUN-2017 14225 | — 2017 14:23:00.00 WEB login
@ 30952 &332 UKALT-DEVDEMO1  19-1UN-2017  14:32:0 2017  14:22:08.00 WEB login
© 3093 e UKALT-DEVDEMO1  19-1UN-2017  14:31:1 2017  1421:14.00 WEB login
@ 30914 63m2 UKALT-DEVDEMO1  19-1UN-2017  14:19:§ oK | Help | Cancel | 2017 1419:56.00 WEB login
@ 30913 63:2 UKALT-DEVDEMO1  19-1UN-2017  14:19:5 2017  1419:56.00 WEB login v
< >
Filters. .. | Rebuild Clear Log Ok | Help Cancel
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Data Audit Trails in SampleManager LIMS

 Audit trails offer the ability to log any data change within SampleManager
LIMS

4. Audit Configuration - O x
=B Rule A | - Audit Type
-8 Rule count [Prompt Audit V¥ Prompt once for data reason on this table
BB Role head il e
: Raole header i 31 Insert
% Rule B, Modify  Audit Fields
- 31 AUTHORISATION_NOTES Field | Audit Condition | -
BB Rule count
; e AUTHORISER " AUTHORISATION_NOTES Value Changes
E‘ﬁ Samp ALITO_VALIDATE « AUTHORISER value Changes
S [nsert BATCH_ID ¥ AUTO_VALIDATE False
-5 Modify E':;%'F—I”::MTEE ¥ BATCH_ID False
: Delete ConENTS ¥ BATCH_NAME Falee
Samole formulati COMPARED ¥ CERTIFICATE False
+- B Sample formulation COMPLETER % COMMENTS False
: Sample parameter
% PiE P COMPOSITE STATUS % COMPARED False
BB Sample plan entry COMP_PROD,_GRADE ¥ COMPLETER False
BB sample plan header COMP_PROD_NAME X COMPOSITE_STATUS Fa:se
) COMP_PROD_GRADE False
BB Sample plan matrix COMP_PROD_VER ol
CUSTOMER_ID K COMP_PROD_MNAME False
BB Sample plan rule DATERESAVAIL » COMP_PROD_VER False
BB Sample point 2 DATERESREQ ¥ CUSTOMER_ID False
B sampling procedure DATE_AUTHORISED % DATERESAVAILL False
DATE_COMPLETED % DATERESREQ Fals=
-
% Samp tmpl header DATE_STARTED « DATE_AUTHORISED True
+- B Schedule DESCRIPTION % DATE_COMPLETED False
BB Schedule calendar DYNAMIC_PRODUCT ¥ DATE_STARTED False
) ENTITY_TEMPLATE_ID
+-EEf Schedule calendar period . - ¥ DESCRIPTION False
ENTITY_TEMPLATE_VERSION
41 Schedule group RADE CODE ¥ DYNAMIC_PRODUCT Falee
] HAs A'I_'I'ACHMENTS K ENTITY_TEMPLATE_ID False
‘B8 Schedule point LS COMPOSITE 3 ENTITY_TEMPLATE_VERSICN False
B Schedule po!nt analysis HAS_INCIDENTS ¥ GRADE_CODE False
BB Schedule point test schedule HAS_SPLIT ¥ HAS_ATTACHMENTS False
I HAZARD ¥ HAS_COMPOSITE False N
£t ID_NUMERIC v

A prompted audit event will occur when field 'Date authorised' in table 'Sample’ is modified.
¥ Prompt once for event reason within transaction Print Help | Apply | Close |
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Data Audit Trails in SampleManager LIMS

« Captured audit records can be displayed system wide for the different

entities or by particular users, or can be seen on the entity Property Sheet

{3 Audit Explorer — O X
El-th Operators ~Transaction
- SM33QUSER Transaction |7 SystemPID  [2392 User D [SySTEM T Properties - AB 01 - O
ﬁ EILER.A Name |ProcedureMum 77, ActionType MODIFY, TaskMame InstrumentTask
: ~cC. General Property List Links Audits Esigs
&3 1% Tables Date [16-MAR-2017 13:55:17.82 221 g
- nstrument - -
&, 01IC5_3000 —Event User Date Transaction Action
- B, 123INST Table ID [INSTRUMENT Action  MODIFY Q¢ System Manager  16/03/2017 13:53  Load 'INSTRUMENT .o INSERT
- 2 A sAot Recordkeyd  [a5 01 @ System Manager 16/03/2017 13:55 Procedurehum 77, ActionTy... MODIFY
3 INSERT( Load TNSTRUMENT kzzsTe | @y System Manager  13/06/2017 17:08  ProcedureNum 77, ActionTy... MODIFY
- MODIFY({ ProcedureMum 77, ActionTyr
- MODIFY( Procedureium 77, ActionTyp ~Data
%, AD_01 Field | Cld value | MNew Value I Reazon
:: E::;gi % IDENTITY AB_01 AB_01
# GROUP_ID
&, ADINSCOL * DESCRIPTION  TABERYR TABERY R
®, ADINSDO1 N ¥ RO... ¥RO...
&, ADINSEDL ¥ MODIFIABLE TRUE TRUE
@, ALT SCALES MODIFIED_ON  16-MAR-20... 16-MAR-20...
&, AN_001 * MODIFIED_BY ~ SYSTEM SYSTEM
&, ARODL # REMOVEFLAG FALSE FALSE
%, AROD2 * MANUFACTURER TABER TABER
%, ARINS000Z * INSTTYPE_ID
€, BB_01 % INSTRUMENT T... PHYS-TEST  PHYS-TEST
&, BL_O1 # SERIAL_NO K345k 11345k
®, BL_02 # INSTRUUCTIONS
&, cC_01 # LOCATION_ID  LAB_01 LAB_01
% cLot % SOP_REFERENCE SOP_251 SOP_251
%, CLCRSADL % AVAILABLE TRUE TRUE
£ %, CT_01 # RETIRED FALSE FALSE
w8 e nd )
£ Close
"~ Recreate Dats Changes can be print
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Data Audit Trails in SampleManager LIMS

* Creation of Audit Trails during the execution of Result Entry

@ B |YUYE TR (M2 | BB | MK H| A B ek | @ QEag

EE 5M-11-0CT-2020-000059 (39) Analysis | Companent Name | Type | Value | Units | Status | [
""" ﬁ COL_boi/1 O ORI/ Colour matching T Complies E
----- § coL_oozn
_____ ¥ coL_oo3j1 COL_0o2f1 Instrumental colour M
..... § coL_ooan COL_003/1 Instrumental colour M 14 M
----- ﬁ GLOSS_001/1 CO_ 0047 D65 (artificial daylight) T 15 M
""" §§ orac_oo1/1 CIE Hluminant & tungsten flamentlic T 15 M
""" W OPAC_002/1 TL&4 {fluorescent light) T
""" § opac 003/t GLOSS 001/1  Gloss20d N 54
_____ ﬁ- WHITE_001/1 T 001 osz egress
..... g vELL_001/1 Gloss 60 degrees M 72
Gloss 85 degrees M 62 E e

Level ID | Min | Date | Whao | Previous Value | Audit Reason
20-JUL-2017 21:55 SYSTEM 12

Audit Reason

Identity 9a3Instrumental colour

Old Value

Audit records are visible in R ek
result ent Reason  [audtReasor
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Action Audit Trails in SampleManager LIMS

 Privileged actions can be configured against any action to capture who
performs that action and when

« A comment can be captured, which can be freeform or available as a
drop-down picklist

Verify Password - System Man... | = [ B -
Exercise Requires Signature

Username |SYSTEM |

Password | |

Comment | |

Completion of this form carries the same meaning and
weight as a written signature.

Ck | | Cancel
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Data and Record Management

 WHO - Special risk management considerations for retention of original
records and/or true copies

another option for creating a true copy of original
electronic data would be to migrate the original
electronic data from one system to another and to
verify and document that the validated data
migration process preserved the entire content,
including all meaningful metadata, as well as the
meaning of the original electronic data.
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Administration Console - Scheduler

« Automatically copy/move data by combining powerful injection queries

with the Scheduler
 Create true copies and simplify backup/archi

ving

| 3 chrameleon Administration Consale (nlarms-cmi2) - B X |
l_ E License Manager jocalhost) Sicheduler is nning. Last retrieval of service data: 2?]5):;153 @
; Client Licenses e
\3 Instrument Controller Licenses | TaskList | AuditTral  Service Account  Servicelog  About
i License Crverview T ~Tade
l— E Scheduler
: _- 7 Scheduler (Chromeleon Domain) Enabled Tazk Mame | ”Stétus | } NextStart . F'rewous Start
B ‘E Scheduler (Local Machine) 3 v/ iArchive Data older than one month “Waiting . ! B -
E {_'_l Organizational Units il ¥ eanup cached network, sequences _Waitihg EE 4-Dec-‘|3 0B:2353 '5 23Dec-13 08:2953
i} <Gobab> B o e e e R R e e e e e
'5 i Je 3 Chromeleon Administration Console {nlams-cmid2) -=2X
& fj 8D [ 3 e
&-4@) Domain Resources y = ;"g::f"”’ Task is done: Neat siat 234814 14:26:24 Sty
L oI M Flsiouce 4l Instiument Conlroler Licenses Genetsl  Schedue  llem:  Action  AudiTisl
gl License Overview
A = _l:n-s Hame:
= T3] Scheduber (Cheomelaon Domain) -
| L. Chromeleon Consoles Auchive Data older than one mor #rchive Diata older than one manth
& Local Machine Cleanup cached network. sequer Dwne:
: | = % Scheduer [Locd Maching) Barbara van Cann
. Orgenizaticral Lnils Dezcripticn
Archive all data that iz older than one maonth to the central aichiving data vaul.
4] il L4l Al Rescuices !
Compuress i
| Data Vauke
E_’ bstroments ¥| Enbled
: £° Crmomelzon Consales
%6 Local Wachne Specily addiional seltings thal alfect the behavior of the Lask
V' IF the tack Fads, restart eveny 1 hour -
Alberrgd restat up bo; 3 2 tmes
<] 3 Tesminate Stop Shan ] [ Delste | | Discad changas | | Fave change: |
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Data Management — Import/Export

Chromeleon CDS Data
e cmbx files
e cmb files

e Chromeleon Consal

eBack @‘ Create

e

File Edit View Tools Help

Data « ICH
F @ Filter e Hame = Type Date Modified Comment
® eWO rkfl OWS an d e P an e I S il [;: ChromeleonLocal il Import from: C\Users\administrator. CMT\AppDatatLocal\ Tempitmp3216.tmp.crmbx ? x
B [i WIN-DV\CM7OR
& & win-DWeM7sal
- Create true copies with metadata | -5z | == “"" == a
[Eqs] CH ICH Linearity Extension Pack Demo Data
= Accuracy ‘
* Quickly restored e — T
= E E“ﬂef(';"ffu ltem Size [a
ELE D\CLIS gi [—11_«]% ICH Linezrity 10.30 MB|
e @ Vitamin_E 710.28 KB
e
B Specificity| _Validation 7
) Bulk Imports ‘--E\CHS 15 ICH Linearity 1221
emem | GERI
= Ste_A .
: G - rer
* Chromeleon 7 CDS data file (*.cmbx) | “toul 0 e
i Seque - Linearity 1 41440 KB
ite_| .
 Chromeleon 6 CDS data file (*.cmb) | === == ik
Total size of selected objects:  10.30 MB
L An D I fl Ie (* " Cdf) g;wgtn::al Location  L-GERSQUIMM/ChromeleanLocal/ICH/Linearity
et @® Other WIN-DV/CM7SQLDV/ICH || Brows
. !’ ;-,,
. GAML flle g Start Cancel
) cWorkflows
) '\
L XCaI i bu r Data Folder 'ICH' selected | | charlie: Power User .:
 Atlas Workbook
¢ ChemStation files
47 ThermoFisher

5C |

ENTIFIC




Data Management — Electronic Signatures

jsmith - ICH Linearity {Sequence) - Chromeleon Chromatography Studio - [m] X

H DB @E L L A § O * Electronic Report

rrrrrr Mext - - [E100%
Update Review Remove Verfy = Print PDFExport  Injection Injection L Next Page Zoom z
oom -

Blectronic Report Signature n | Print & Export Navigation Zoom ° S n aps hOt i n ti m e Of Seq u e n Ce

The sequence is signed. Modfications to the sequence are not possible

- | * Any changes tracked
2§ Linearity 1 .
e e Can be sent for review
o

7@ Linearity 3

o

ﬂ;  Electronic Signatures

i)~ Istrument: Mathad <L Enter Chro;neleon Us-erName.;‘;\n;Sig-r;atu-r;Pa-s“s-;-\fol'd - x ° 3 Levels Of Slgnature SmeIt,
Chromeleon 7 Review, Approve
Submit Signature * Applied to electronic report

« Complete sequence protected by
User Name: |isrn'rth CheCkSlJmS

ignature Password: [~ Change... L.
et « Controlled by privileges

Comment: 200 characters remaining

sequence complete and submitted for review and approwval

Gcel i
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Thermo Fisher Data Manager

More than SDMS!
Simply storing raw data is not enough — store it
against correct records for easy traceability

& SampleManager - Explorer [_ O] x| I
: File Wiew Setup Lots Jobs Samples Tests Resulks ‘Worksheets Batches Incidemts SOC  Window  Help

§Print | Excel i@CS\:‘ | EDocument PDF @Web Page @Back Q | L[? &

Personal Folders

.?. Personal Folders
£f\ Group Falders

m Public Folders
el
- Data Packages

- Packaging Rules
-y Rule Templates

-, Property Scripts
) Package Properties
- Server Computers
= Data Destinations
- Agent Computers
- () Capture Sources
-y Caplure Intervals
- WorkFlows

-y Client Computers
HH Active Data

+H- Erdiranment Folders
]@ Laboratory Setup Folders
]@ Laboratory Tables

]@ Login Setup Folders

tH-] Data Wisualization

+H- Submission

]@ Systemn Folders

b User
]@ My Data

[ B B i W ey O ey O g O g O ey O prey O

[ Cata Packa

g Packaging Rules
) Rule Templates
) Property Scripts
) Package Properties
L Server Computers
| Data Destinations
) Agent Computers
law Capkure Sources

|, Capture Intervals
| warkflaws
] Client Computers

| Marme | Descripkion

List of Packaging Rules
List of Rule Templates
List of Property Scripts
List of Package Properties
List of Server Computers
List of Data Destinations
List of Agent Computers
List of Capture Sources
List of Capture Intervals

PublicFoldersiData Manager (12 Items) U Active local SYSTEM 4
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« Data integrity and compliance go hand-in-hand
» Subject to elevated scrutiny by regulatory bodies

* Enterprise software with Chromeleon CDS and SampleManager LIMS
meet all of your data integrity needs:
* Ensures completeness, consistency, and accuracy of data
« ALCOA+
« Comprehensive audit trails
* Who, what, when and why of data
» Maintains record authenticity
« Contemporaneous collection
« Automated long-term data retention with easy accessibility
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Connections...

For more information on Chromeleon software visit:
thermofisher.com/OneCDS

Like Charlie Chromeleon on Facebook to follow his travels and
get important updates on chromatography software!

........

CHARLIE

CHROMELEON
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Thank you

Make Compliance
A Competitive
Advantage
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